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1

Preface

Preface

  Thank you very much for using our company's products. We will be happy to provide you

with the best and highest quality service.

  This manual may contain technical inaccuracies or text errors.

  The content of this manual will be updated regularly without notice; the updated content will

be added to the new version of this manual.

  The interface images extracted from this manual are only used as examples. The interface

may vary between versions, so please refer to the actual interface for accuracy.

  We have a professional support team to answer your questions. Thank you for your support.
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2

Version update

2.1 Version update description

Version update description

Version Date Describe 

r13 2020/01/15 Update the main interface

r14 2022/03/07 r14Version update

r16 2023/03/06 r16Version update
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3

Content Overview

Content Overview

  In recent years, the Internet has developed rapidly, especially the mobile

Internet. Various mobile APPs are developed based on HTML5 and FLASH

technology. Due to various problems, browsers have begun to stop supporting

it. However, traditional security manufacturers still use ActiveX to play videos.

ActiveX currently only supports IE, so how to support non-FLASH video

playback without plug-ins on various browsers and APPs has become very

important.

  The methods for playing videos natively in browsers vary. A basic requirement

for security live streaming is low latency, which requires delay control within 1

second or 500 milliseconds. This poses a great challenge to HTML5 video live

streaming technology.

  With the popularity of cloud technology, remote video playback and sharing

are also very important.

  The H5S video platform solves the problems of HTML5 native video and cloud

video live streaming. The H5S video platform supports WEBRTC, WEBSOCKET,

and RTMP playback technologies. The following table lists the technologies

supported by various browsers.
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3.1 Live playback on the intranet

 Live broadcast playback on the intranet

  H5S video platform is a video management platform that supports Windows

Linux (CentOS ubuntu). It integrates multiple brands and formats of videos, and

converts multiple formats of video data into unified video data through a video

application engine. It does not require installing multiple video plugins on the

platform, and can smoothly play multiple brands and formats of videos on the

platform interface, improving the convenience, ease of use, and scalability of

integrated videos, as well as the simplicity of the platform. At the same time, it

can set up streaming media information for a certain period of time for storage,

and can also import videos for a certain period of time for playback.

3.1.1

Video source support

Video source support

  H5S video platform supports MP4/AVI files as video sources, which brings

great convenience to user testing. Currently, video surveillance cameras

support RTSP, and RTMP still has a certain market share. H5STREAM supports

RTSP/RTMP very well. As the standard ONIVF for video surveillance, H5S video

platform also supports it and allows users to control ONVIF PTZ through

RESTFUL interface. It supports Hikvision NVR SDK/Dahua NVR SDK/Tiandi Weiye

SDK/Huawei IVS access, supports GB downlink and uplink, and supports

Hikvision ISC and Dahua DSS platform video access.

3.1.2

Operating platform support

Operating platform support

  H5S video platform is a cross-platform video platform. It supports multiple

operating systems, including Windows 7/8/10, Windows Server, CentOS,
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Ubuntu, and can run on cloud platforms such as Alibaba Cloud and Huawei

Cloud.

3.1.3

Support for Domestic CPU

Support for Domestic CPU

  In addition to supporting x64 series CPUs, the H5S video platform also

supports ARM v8 architecture CPUs including Kunpeng 920 and Feiteng, and is

compatible with Loongson 3 series CPUs.

3.1.4

Live streaming protocol support

Live streaming protocol support

  RTMP/RTSP is a relatively traditional streaming media protocol, which is well

supported in the H5S video platform. The emerging WEBSOCKET and WEBRTC

are also well supported in the H5S video platform, allowing for high-

performance decoding and ultra-low latency. At the same time, the H5S video

platform supports playback support for protocols such as RTMP/RTSP/WEBRTC.

3.1.5

Video encryption support

Video encryption support

  The H5S video platform supports playing videos without plug-ins on the

browser, and all video data can be encrypted using asymmetric encryption, fully

ensuring the security of video data.

3.2 Cloud live playback

Cloud live playback

  If users need to remotely access live video, using traditional NAT port mapping

or DDNS is both cumbersome and insecure. The video platform supports cloud

streaming mode and all streams are encrypted, ensuring communication

security. 
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Software installation

Software installation preparation

  Windows 7/8/10, Windows Server 2008/2012/2016, Centos 7, RockyLinux 8,

Ubuntu16.04/18.04 and other 64-bit operating systems, 4G memory, 1 core CPU

and above. It can also run on the Linux system of Kunpeng 920 Feiteng

Loongson. The version corresponds to the following.

              

CPU operating system Version name

x64 Windows 7/8/10， Windows Server

2008/2012/2016/2019

h5s-*-win64-release.zip  

h5s-*-win64-release.exe

(Installation package)

x64 CentOS 7/RockyLinux

8/Ubuntu16.04/18.04/20.04   Debian

9/10/11

(Centos 8 Not recommended)

h5s-*-linux-x86_64-

64bit.tar.gz   

Kunpeng 920

Flying

RK3399(ARMv8)

Linux h5s-*-linux-armv8-

64bit.tar.gz

Longxin No.3 Linux h5s-*-linux-loongson-

64bit.tar.gz

Download the installation package

  Download the corresponding installation package from the following link

  https://linkingvision.com/download/h5stream/  

         

4.1 Windows installation

Install Windows Run Support Package

  Please download all the runtime support libraries from the following link:

  https://linkingvision.com/download/h5stream/win/VisualC%2B%2BRedistributable/  

  Please install in order, 2008, 2010, 2013, 2015-2019. If there is an installation

failure, please update the operating system in the System and Security check

update in the Control Panel.

  If Windows 2012 still cannot solve the problem, please refer to the following

link or update the operating system at the operating system update section.

https://linkingvision.cn/download/h5stream/
https://linkingvision.com/download/h5stream/win/VisualC++Redistributable/
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  https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-

win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?

auth=1 

Run manually

  Unzip the product package and run h5ss.bat. If you install it using a Windows

installation package, the service will automatically start. If you manually run it

again, you need to stop the service. It is recommended to stop the service

before manually running it.

Install as a service to run

  You can directly run regservice.bat to install the service or run

unregservice.bat to cancel the installation of the service. You need to use an

administrator to open the cmd command line to run the script.

*You can start and stop services in the service management tool.

https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?auth=1
https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?auth=1
https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?auth=1
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 Control Panel\All Control Panel Items\Administrative Tools

 The service name of the H5S video platform is H5Stream

4.2 Linux Install

Decompress install package

  Linux release package has soft link, user only can decompress on Linux, don't

support decompress on Windows and then copy to Linux. 

Manual running

  cd to root directory of h5s, and then start below command to start h5s

process:

  #./h5ss.sh

  If you want to stop h5s, you can use kill command. First use ps command to

find the PID:

  #ps -ef | grep h5ss

  Then kill the PID, The PID is ps command's output PID:

  #kill -9 PID

Run as system service

  Copy release package to /opt/h5ss, this path can't be changed, because the

service scripts use absolute path, reference as below:

  

  Centos 7/8

  #cp h5ss.service /usr/lib/systemd/system/

  #systemctl enable h5ss.service

  #systemctl start h5ss.service

  

  If you want to upgrade h5ss, you need stop service and use  "systemctl disable

h5ss.service" to disable service, and then repeat about 3 command.

  Ubuntu 18.04/20.04/22.04

  #sudo mkdir -p  /usr/lib/systemd/system/
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  #sudo apt install systemd

  #sudo cp h5ss.service /usr/lib/systemd/system/

  #sudo systemctl enable h5ss.service

  #sudo systemctl start h5ss.service

  Stop service command:  systemctl stop h5ss.service

   

4.3 Linux performance improvement configuration

Linux performance improvement configuration

  The default parameter configuration of Linux distributions is not very good for

supporting high-capacity systems, so it is necessary to modify the parameters

to improve performance.

  #sudo vi /etc/security/limits.conf

  Add the following lines at the end of the file

root soft nofile 655350

root hard nofile 655350

* soft nofile 655350

* hard nofile 655350

* soft nproc 655350

* hard nproc 655350

  

  #sudo vi /etc/sysctl.conf
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  Add the following lines at the end of the file

fs.file-max = 655350

kernel.pid_max = 655350

net.core.rmem_max = 128000000

net.core.somaxconn = 10000

kernel.core_pattern = core.%e

 

 #sudo sysctl -p

Linux performance view

  #ulimit -a

  open files 和max user processes 为655350

  

  #cat /proc/sys/kernel/pid_max  

  pid_max 为655350

  

  You can check whether the following variables are the same as those in the

configuration file.

  #cat /proc/sys/net/core/rmem_max

  #cat /proc/sys/net/core/somaxconn
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4.4 Open the management interface

Open the management interface

  After H5S is running normally, you can open the default port 8080 with the

latest version of Chrome or Edge. The following interface will appear. If you can

see the interface, it means that it has been successfully run. The address is as

follows:http://192.168.100.121:18085/ (r16 and later versions) 

http://192.168.100.121:8080/ (r16 previous version)  Replace 192.168.100.121

with the actual IP address.

  If it is a version of r16 or later, the default HTTP port is 18085 and the default

HTTPS port is 18445.

  Default user name: admin Password: 12345. Starting from version 14.15, the

default password is Vision@168. If the user logs in for the first time, they are

required to change the default password. For password rules, please refer to

the interface prompts.

  Alternatively, you can access it using https://192.168.100.121:18445/ (r16 and

later versions) or https://192.168.100.121:8443/ (r16 and earlier versions). If you

http://192.168.100.121:18085/
http://192.168.100.121:8080/
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use HTTPS, you need to click the advanced button below. The main reason is

that the default certificate for H5S is self-signed.

 

You can select the desired language on the login screen:

The following is the English login interface:
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4.5 Install License

Install License

  In logs/h5sslog_2021-03-23_11-06.log (the specific file name is determined at

runtime), it is shown as follows:

  [2021-03-23 11:06:10.120] [h5ss] [info] [t31684] h5ss started Hostid

NTI4Mzg1NjY3NDZmNTVkN2MyYzVlNDBhN2UxZDEwOWU=

  Or copy and obtain the HostidID in the management interface of H5SWeb.

Then send the Hostid to info@linkingvision.com. After receiving the h5ss.lic

license file, place the h5ss.lic file in the conf directory, and then restart h5ss.

Please turn off all virtual network cards and remove all USB network cards when

generating the Hostid.

  If you want to replace the lic file, you need to move or delete the original lic

file. Renaming is not supported because H5S only recognizes the .lic suffix and

supports different authorization file names.

  If you use the license import function of the management interface, if the

original license file name is inconsistent with the new license file name, please

manually remove the original license file first, so that only the new license file

takes effect.
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4.6 Port

Port

  The ports used by H5S are shown in the following table. All ports can be

modified in conf/h5ss.conf:

  

Name Port Protocol Describe

HTTP 18085(r16 and later

versions)

8080  (r15 and

previous versions)

TCP Management Port

HTTPS 18445(r16 and later

versions)

8443  (r15 and

previous versions)

TCP Encrypted management port

RTSP 8554 TCP RTSP forwarding

RTSP(TLS) 8555 TCP RTSP Forwarding Reserved

RTMP 8935 TCP RTMP forwarding

RTMP(TLS) 8936 TCP RTMP Forwarding Reserved

FLV 8890 TCP FLV forwarding

FLV(TLS) 8891 TCP FLV Forwarding Reserved
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WBERTC 50000-54999 TCP For the port range, the number can

be adjusted

TURN 9478 TCP WEBRTC forwarding mode takes

effect

GB SIP 5060 TCP/UDP TCP/UDP can be configured

GB RTP 55000-59999 UDP For the port range, the number can

be adjusted

4.7 Menu

Menu

  The system menu is shown in the following figure. The system supports Dark

mode and Light mode, which can be switched in the settings in the upper right

corner.

Number Name Function

1 Dashboard

2 Liveview

3 Playback

4 Tour

5 GB

6 Pash
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7 Transcoding

8 Cloud

9 Map

10 Setting

11 Advanced

12 Alarm

13 Download task

14 Event

15 User

16 More
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Device configuration

Introduction to device configuration

  In the H5S system, each video channel is assigned a token, and video access

and API calls are based on tokens. There are two types of token generation:

static configuration and dynamic generation. RTSP/RTMP/RTMP

streaming/ONVIF/file sources are all static configurations, and device SDKs

(including platform access) are all dynamically generated tokens. The reason for

dynamically generating tokens is that the device contains multiple channels.

Once a token is generated, it will not change and will correspond one-to-one

with the device's channels.

  You can view the corresponding token in Setting-》Device-》All.

  The token entered by the user is composed of letters and numbers. The token

cannot be repeated and supports a single hyphen and underscore. Special

characters (such as @#$ etc.) are not supported. Correct examples include

token1_1 and token1-1. Double hyphens are not supported, and examples of

unsupported tokens include token1--1.

Delete default configuration

  In the H5S system, four default configurations are provided for debugging purposes and are

for reference only. You can delete the relevant configurations before actual use.
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5.1 Video source configuration

5.1.1

RTSP/RTMP video source configuration

Introduction to RTSP/RTMP video sources

  RTSP/RTMP uses pull streaming to obtain video. This protocol does not

support PTZ control. If PTZ control is required, ONVIF or device SDK can be

used instead.

  Due to the fact that most of the current systems adopt the on-demand

streaming mode, the online status is obtained through IP address and port

detection. The default detection function is enabled. If you want to disable it,

you can go to Setting-》Protocol-》RTSP and turn off the RTSP service

detection, or you can configure the detection interval.

Add Delete

 Add and delete in Setting-》Device -》RTSP/RTMP. The following figure

shows the corresponding fields. You should remove the user and password

from the URL, and set the username & password separately. If you need to

delete or modify, you can directly select the device to edit and delete.
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Number Name Function

1

Name

2

Token

3

User name

4

Password

5

URL

6

Audio

7

Sub stream

5.1.2

ONVIF video source configuration

Introduction to ONVIF Camera

  ONVIF is a popular international standard for camera interfaces. Currently, both

domestic and international cameras support this standard, and H5S supports

the ONVIF ProfileS feature set. Devices that use ONVIF integration support pan-

tilt control and primary and secondary streams. 

Add Delete
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 Add and delete ONVIF in Setting-》Device-》ONVIF. The following figure

shows the corresponding fields. The port is an ONVIF protocol port, and ports

from different manufacturers may be different. If you need to delete or modify

it, you can directly select the device to edit and delete. ONVIF type does not

support NAT mapping. 

*Some cameras (such as the new version of Hikvision cameras) have ONVIF

disabled by default. You can go to the corresponding interface to enable it and

add an ONVIF username and password to enable the ONVIF function.

  

Number Name Function

1 name

2 Token

3 User name

4 Password

5 IP

6 Port
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5.1.3

File video source configuration

Introduction to file video source

  File source is a method that can use video files as the test video source.

Currently, only MP4 files of H5S videos are supported. The official website of

Linkingvision provides the test video sources h5ssample.mp4 and

h5ssamplesub.mp4 in https://linkingvision.com/download/h5stream/video/.

You can download them to your local computer. The two files correspond to

the main stream and the auxiliary stream respectively. If you copy the path name

from Windows Explorer, you need to replace \ with \\.

Add Delete

 Add and delete in Setting-》Device-》File. The following figure shows the

corresponding fields. If you need to delete or modify, you can directly select

the device and edit it.

Number Name Function

1 name

2 Token

3 URT

5.2 Device SDK configuration

Introduction to Device SDK

  H5S integrates the device SDKs of mainstream video surveillance

manufacturers in China, thus supporting richer functions. Since the device SDKs

include software libraries from other manufacturers, from the perspective of
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software product stability, H5S provides two modes of operation, one is

centralized and the other is sandbox.

 Centralized mode means that all devices run in one process space. The

advantage is high efficiency and no cross-process communication costs, and the

disadvantage is that all devices are interrelated, which can lead to abnormality

in all devices if an exception occurs.

  In Sandbox mode, it supports the offline channel of the NVR connected to

the playback device SDK.

  The Sandbox mode creates a separate process for each device. The advantage

is isolation and high stability; the disadvantage is increased cross-process

communication costs. The Sandbox mode can be referenced in the following

diagram:

                           

  H5S adopts the centralized mode by default, which can be modified in

Setting-》Device-》Device SDK. H5_SANDBOX_AUTO indicates that each

device is configured separately; H5_SANDBOX_ALL indicates that the Sandbox

mode is enabled for all devices, regardless of individual device configuration.

H5_SANDBOX_DISABLE indicates that all Sandbox modes are disabled,

regardless of individual device configuration.

 There is a configuration item in the configuration settings that loads all

channels. This configuration is enabled by default, indicating that all channels

provided by the SDK will be loaded, regardless of whether there is a camera

configuration or whether the channel is online. If this configuration is disabled,

only online channels will be loaded.

 The above two configurations need to be restarted to take effect after

modification.
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5.2.1

Hikvision SDK configuration

Introduction to Hikvision SDK

  Hikvision SDK supports all video devices of Hikvision series (except for the

ezviz), including cameras, NVRs, and some access control devices with video

functions. It also supports CVR, which will be introduced later in the

configuration.

Add Delete

  Add in Setting-》Device-》Device SDK, select H5_DEV_HIK as the type, where

the sandbox configuration is effective when the total sandbox configuration is

H5_SANDBOX_AUTO. The port is defaulted to 8000, but if modified or mapped,

a new port can be used.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.
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Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 API port Device API port, same with web interface

9 API HTTPS Device API use HTTPS or not

10 Audio Enable audio

11 Sandbox Enable sandbox

12 ISAPI Use ISAPI for live view

13 Sub event Subscribe event 

14 Max channel Loading how many channels, default is 0, sand for all

the channels

*If you enter the wrong password and cannot log in online even after correcting

it, you can check whether the device configuration interface has enabled illegal
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login, or wait for 30 minutes to automatically unlock. You can refer to the

following interface.

     

Permission List

   Hikvision SDK supports obtaining the current user's operation permissions,

and can check whether there are corresponding operation permissions. The

channel number corresponds to the device web page channel number. You can

disable channels without permissions with one click. You can also export

relevant channel information.

5.2.2

Dahua SDK configuration

Introduction to Dahua SDK

  The Dahua SDK supports all recent video devices from Dahua, including

cameras and NVRs, and also supports EVS.

Add Delete

  Add in the Setting-》Device-》Device SDK, select the type H5_DEV_DH,

where the sandbox configuration is effective when the total sandbox

configuration is H5_SANDBOX_AUTO. The port is defaulted to 37777, but if you

modify or map it, you can use the corresponding new port.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.
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Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 API port Device API port, same with web interface

9 API HTTPS Device API use HTTPS or not

10 Audio Enable audio

11 Sandbox Enable sandbox

12 Sub event Subscribe event 

13 Max channel Loading how many channels, default is 0, sand for all

the channels

Permission List

   The Dahua SDK supports obtaining the current user's operation permissions,

which can be checked for corresponding operation permissions. The channel
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number corresponds to the device web page channel number. It is possible to

disable channels without permissions with one click. It is also possible to export

relevant channel information.

5.2.3

Huawei IVS configuration

Introduction to Huawei IVS

  Huawei IVS SDK supports Huawei IVS1800 and IVS3800.

Add Delete

  Add it in Setting-》Device-》Device SDK, and select H5_DEV_IVS as the type.

The sandbox configuration takes effect when the total sandbox configuration is

set to H5_SANDBOX_AUTO. The port is defaulted to 18531, but if you modify or

map it, you can use the corresponding new port.

  IVS: A user can only log in once at a time. It is recommended to create a new

user for testing.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 41

Device configuration

Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 Audio Enable audio

9 Sandbox Enable sandbox

10 Buffertime Video cache time, default is not to cache, unit is

milliseconds 

11 Max channel Loading how many channels, default is 0, sand for all

the channels
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5.2.4

ONVIFSTG configuration

Introduction to ONVIF STG

    ONVIF STG type supports ONVIF Profile S/Profile T/Profile G, and supports

cameras and network hard disk video recorders. ONVIF STG supports r18.1 and

later. 

Add Delete

  Add it in Setting-》Device-》Device SDK, and select H5_DEV_ONVIFSTG as the

type. The sandbox configuration takes effect when the total sandbox

configuration is set to H5_SANDBOX_AUTO. The port is defaulted to 80, but if

you modify, you can use the corresponding new port. ONVIF type does not

support NAT mapping. 

  IVS: A user can only log in once at a time. It is recommended to create a new

user for testing.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.

Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP
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7 Port Device port

8 Audio Enable audio

9 Sandbox Enable sandbox

10 Buffertime Video cache time, default is not to cache, unit is

milliseconds 

11 Max channel Loading how many channels, default is 0, sand for all

the channels

5.2.5

Tiandy SDK configuration

Introduction to Tiandy SDK

  The Tiandi SDK supports all recent video devices from Tiandy, including

cameras and NVRs.

Add Delete

  Add in the Setting-> Device -> Device SDK, select the type H5_DEV_TD,

where the sandbox configuration is effective when the total sandbox

configuration is H5_SANDBOX_AUTO. The port is defaulted to 3000, but if you

modify or map it, you can use the corresponding new port.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.

Number Name Function

1 Type Device type
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2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 Audio Enable audio

9 Sandbox Enable sandbox

10 Max channel Loading how many channels, default is 0, sand for all

the channels

5.2.6

UNVSDK configuration

Introduction to the UNVSDK

  The UNV SDK supports all of UNV's recent video devices, including cameras

and NVRs, but not including NVRs based on the IMOS platform.

Add Delete

  Add it in Setting-》Device-》Device SDK, select H5_DEV_UNV as the type, and

the sandbox configuration will take effect when the total sandbox configuration

is set to H5_SANDBOX_AUTO. The port is defaulted to 80, but if you modify or

map it, you can use the corresponding new port.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.
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Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 API port Device API port, same with web interface

9 API HTTPS Device API use HTTPS or not

10 Audio Enable audio

11 Sandbox Enable sandbox

12 VMS Device is VMS or not

13 Sub event Subscribe event 

14 Max channel Loading how many channels, default is 0, sand for all

the channels
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5.2.7

Hikvision CVR configuration

Introduction to Hikvision CVR configuration

  Hikvision SDK supports Hikvision CVR series storage products (tested with DS-A72024R).

Add Delete

  Add in Setting-》Device-》Device SDK, select H5_DEV_HIK as the type, where the sandbox

configuration is effective when the total sandbox configuration is H5_SANDBOX_AUTO. The

port is defaulted to 8000, but if modified or mapped, a new port can be used.

  The CVR includes multiple subsystems, but the password for SDK access is 12345 by default,

which is not the password for the CVR subsystem. If you need to view this password, please

log in to the SMH terminal and use the following command to view the SDK password.

  $/b_iscsi/nvr/bin/nvruser getuser admin

  If you need to delete or modify it, you can directly select the device and edit it to delete.

Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 API port Device API port, same with web interface

9 API HTTPS Device API use HTTPS or not
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10 Audio Enable audio

11 Sandbox Enable sandbox

12 ISAPI Use ISAPI for live view

13 Sub event Subscribe event 

14 Max channel Loading how many channels, default is 0, sand for all

the channels

5.3 Platform access configuration

5.3.1

Hikvision ISC configuration

Preparation for Hikvision ISC configuration

  Before configuration, you need to obtain the IP address and port of the ISC

platform. The port is 443 by default, and you need to obtain the partner

AppKey and partner AppSecret from the ISC administrator. You can also refer to

the API documentation to add them through the API. The default integration

uses the device storage of ISC. If you need to use the centralized storage of ISC,

you need to modify bCentralRecord to true in the corresponding node of

conf/h5ss.conf to switch to ISC centralized storage.

  The partner AppKey and partner AppSecret can be configured from the

Hikvision ISC operation center. The specific method is as follows

  1. Enter the operation management center (http://ip:8001/center), enter the

[Status Monitoring] module, select [API Gateway], select the [API Management]

function, and enter the API management center.
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  2. Select [Partner Management]. After the platform is installed, an internal

partner will be created by default. You can use this partner for interface call

testing. The actual running environment requires the creation of new partners

based on actual conditions.

  3. Click on the name of the partner to enter the partner details interface and

obtain the partner key (AK) and partner secret (SK). Select the permission to

check the video business.

  The H5S video platform uses the following APIs to integrate with ISC, and it is

necessary to ensure that the following APIs are properly authorized.

API Describe

/api/resource/v1/cameras Get monitoring point resources by

paging

/api/nms/v1/online/camera/get Obtain the online status of the

monitoring point

/api/video/v1/ptzs/controlling Carry out PTZ operation interface

according to the monitoring point

number

/api/video/v1/presets/searches Query preset point information

/api/video/v1/presets/addition Set preset point information

/api/video/v1/presets/deletion Delete preset point information

/api/video/v1/cameras/playbackURLs Obtain the URL for streaming

playback at the monitoring point

/api/video/v1/cameras/previewURLs Obtain the URL for previewing and

streaming at the monitoring point
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  By default, the ISC does not have the function of obtaining device status. You

can refer to the following figure to open the inspection plan. If you still have

offline after opening the inspection plan, you need to contact Hikvision to

check if there is a service that has not been enabled.

Add Delete

  Add in the Setting-》Device-》Device SDK, select the type H5_DEV_HIKISC,

where the sandbox configuration is effective when the total sandbox

configuration is H5_SANDBOX_AUTO. The port is defaulted to 443, but if you

modify or map it, you can use the corresponding new port.

  If you need to delete or modify it, you can directly select the device and edit it

to delete. 

  If it is a Hikvision InfoVision series platform, select the H5_DEV_HIKINFOV type

when adding it. 
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Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 AppKey Device AppKey

5 AppSecret Device AppSecret

6 IP Device IP

7 Port Device port

8 Audio Enable audio

9 Sandbox Enable sandbox

10 Central record Central record or device record

11 Max channel Loading how many channels, default is 0, sand for all

the channels
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5.3.2

Dahua ICC configuration

Introduction to Dahua ICC

  Dahua ICC supports Dahua ICC platform access.

Add Delete

  Add in the Setting-》Device-》Device SDK, select the type H5_DEV_DHICC,

where the sandbox configuration is effective when the total sandbox

configuration is H5_SANDBOX_AUTO. The port is defaulted to 443, but if

modified or mapped, a new port can be used.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 52

Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 Client ID Device Client ID

7 Client Secret Device Client Secret

8 IP Device IP

9 Port Device port

10 Audio Enable audio

11 Sandbox Enable sandbox

12 Central record Central record or device record

13 Max channel Loading how many channels, default is 0, sand for all

the channels
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5.3.3

Dahua DSS configuration

Introduction to Dahua DSS

  Dahua DSS supports Dahua DSS platform access, only supports Windows

deployment, supports real-time video and pan-tilt control, and does not

support playback.

Add Delete

  Add in the Setting-》Device-》Device SDK, select the type H5_DEV_DHDSS,

where the sandbox configuration is effective when the total sandbox

configuration is H5_SANDBOX_AUTO. The port is defaulted to 9000, but if

modified or mapped, a new port can be used.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.

Number Name Function

1 Type Device type

2 Name Device name

3 Token Token same with naming rule for tokens

4 User name Device user name

5 Password Device password

6 IP Device IP

7 Port Device port

8 Audio Enable audio
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9 Sandbox Enable sandbox

11 Max channel Loading how many channels, default is 0, sand for all

the channels

5.4 Device Search

Introduction to Device Search

  The system supports ONVIF-based device search. When adding ONVIF and

ONVIF STG (Profile S/Profile T/Profile G) types, the system automatically

searches for ONVIF devices on the current network segment, supporting

cameras and NVRs. 

5.5 RTMP Streaming Configuration

Introduction to RTMP Streaming

  RTMP streaming supports the standard RTMP streaming protocol, which is

mainly used for streaming from devices such as drones. This protocol does not

support pan-tilt control or on-demand streaming. If you need pan-tilt control or

on-demand streaming, we recommend using GB28181.

  To stream RTMP, you first need to add a token to h5s and then compose an

RTMP streaming address.

  Adding a good address will generate a streaming address, which is /live/08b2.

Combining the RTMP service port in the configuration, you can obtain the

streaming address. rtmp://192.168.100.108:8935/live/08b2  where 8935 is the

RTMP service port and 192.168.100.108 is the server IP address.

Add Delete

  Add it in Setting-》Device-》RTMP Streaming. After adding it, generate an

address according to the rules, and then use the streaming device to stream to

the address. Refresh the management interface, and when the online status

changes to true, you can play the video.

  If you need to delete or modify it, you can directly select the device and edit it

to delete.
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Number Name Function

1 Name

2 Token

5.6 Video single protocol access

Video single protocol access

  If you need to specify a specific protocol for access, use the following

command format. The stream parameter controls the playback stream, with

main being the main stream and sub being the sub stream.

    http://localhost:8080/ws.html?token=token2&session=4ec4

    http://localhost:8080/rtc.html?token=token2&session=4ec4

    http://localhost:8080/ws.html?token=token2&stream=main&session=4ec4

    http://localhost:8080/rtc.html?token=token2&stream=sub&session=4ec4

  If you need to play automatically, starting from r11.3, ws.html and rtc.html

support autoplay, and you can add autoplay=true.

   http://192.168.100.122:8080/rtc.html?

token=token1&autoplay=true&session=4ec4

   http://192.168.100.122:8080/ws.html?

token=token1&autoplay=true&session=4ec4

   http://localhost:8080/rtmp.html?token=token2&session=4ec47

   http://localhost:8080/rtmp2.html?token=token2&session=4ec47

http://localhost:8080/ws.html?token=token2
http://localhost:8080/rtc.html?token=token2
http://localhost:8080/ws.html?token=token2
http://localhost:8080/rtc.html?token=token2
http://192.168.100.122:8080/rtc.html?token=token1&autoplay=true
http://192.168.100.122:8080/rtc.html?token=token1&autoplay=true
http://192.168.100.122:8080/ws.html?token=token1&autoplay=true
http://192.168.100.122:8080/ws.html?token=token1&autoplay=true
http://localhost:8080/rtmp.html?token=token2
http://localhost:8080/rtmp2.html?token=token2
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  The token needs to be replaced with the configured token or generated

token. If it is an NVR or platform device, you can view the corresponding token

in Setting-》Device-》All. Alternatively, you can use

GetDeviceSrc/GetGbDeviceSrc/GetCloudDeviceSrc to obtain it separately. For

specific usage methods, please refer to the API documentation.

  If authentication is enabled for the service, you need to obtain a session from

the Login API and keep it alive using the Keepalive API (the default timeout is

600 seconds). To add a session to the original address, use the following

command format.

   http://192.168.100.145:8080/ws.html?token=1d4f&session=4ec47fb4-a74a-

4e02-96a1-369151cfcb09

  In the case of configuring a playback code, you can use the playback code

instead of the session to play the video. For playback code settings, refer to

Setting-》System-》User-》Play Code

   http://192.168.100.145:8080/ws.html?token=1d4f&session=0031

 

5.7 Embedded page mode

Embedded page mode

  H5S provides rich interface management functions, which can be easily

integrated into third-party systems. You can add "embed=true" to the

corresponding interface address to enter the embedded mode. If the server has

authentication enabled, you need to add session to the address, such as

http://192.168.100.145:8080/#/LiveView?embed=true&session=4ec47fb4-

a74a-4e02-96a1-369151cfcb09 and http://192.168.100.158:8080/#/Map?

embed=true  

http://192.168.100.145:8080/ws.html?token=1d4f&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
http://192.168.100.145:8080/ws.html?token=1d4f&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
http://192.168.100.145:8080/#/LiveView?embed=true&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
http://192.168.100.145:8080/#/LiveView?embed=true&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
http://192.168.100.158:8080/#/Map?embed=true
http://192.168.100.158:8080/#/Map?embed=true
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View-based access

  Enter the embedded mode in the real-time video interface, and specify the

view to display in the address.

 http://192.168.100.145:8080/#/Liveview?

fullscreen=false&embed=true&view=view1 

  You can also set fullscreen to true to enter full screen mode.

http://192.168.100.145:8080/#/Liveview?fullscreen=false&embed=true&view=view1
http://192.168.100.145:8080/#/Liveview?fullscreen=false&embed=true&view=view1
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5.8 Customize the window pane

Customize pane mode

  In addition to the embedded mode, H5S also provides a custom pane mode,

which can be referenced as follows:

 http://192.168.100.145:8080/#/layout?

1=1d4f&3=31a5&type=5&stream=main&ctrl=true&session=4ec47fb4-a74a-

4e02-96a1-369151cfcb09  

http://192.168.100.145:8080/#/layout?1=1d4f&3=31a5&type=5&stream=main&ctrl=true&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
http://192.168.100.145:8080/#/layout?1=1d4f&3=31a5&type=5&stream=main&ctrl=true&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
http://192.168.100.145:8080/#/layout?1=1d4f&3=31a5&type=5&stream=main&ctrl=true&session=4ec47fb4-a74a-4e02-96a1-369151cfcb09
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  Where 1, 2, 3, 4, etc. are the corresponding pane numbers (numbered from left

to right line by line), followed by the video source token for that pane, with type

indicating the pane type. The following figure is numbered from left to right:

  The example is the pane type with type=5. The first window plays 1d4f, the

third window plays 31a5, and the other 2, 4, 5, and 6 do not play any video.

stream=main(stream=sub indicates the auxiliary stream) means that all the

videos played are the main stream. ctrl controls whether to display the video

control menu.

 

5.9 Device import

Device import

 H5S supports importing device lists from a table. You can download the file

template in Setting-》Device-》Device Import, modify the template, and then

import it into the system.

5.10 Configuration of monitoring points

Introduction to configuration of monitoring points

  The sources configured into H5S and the sources automatically generated by

the device SDK are all monitoring points. All sources are enabled by default, but

in some cases, some channels automatically generated by the SDK are not
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actually needed. These sources can be disabled in the monitoring point

configuration, and the disabled monitoring points do not occupy authorization.

  Enter the monitoring point configuration from Setting-》Camera Points, as

shown in the following figure:

Number Name Function

1 Dome

2 Audio

3 Save

4 Empty

  The monitoring point's national standard ID is used for the national standard

uplink. The audio on/off setting is used to control the audio function of

individual sources. The audio switch configuration is set to "Reserved" and has

not yet taken effect. After deletion, the monitoring point configuration will

revert to the default, but this configuration will still be present.

  The disabled monitoring point will have a horizontal line on the device tree,

indicating that the device cannot be operated. You can also turn off the display

of disabled nodes by selecting Client Config. The disabled nodes will no longer

be displayed. The status is shown in the following image:
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6.Real-time video 
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6

Real-time video

Real-time video introduction

  As introduced in the content overview section, in the H5S system, all clients

are based on modern browser technology, so H5S recommends RTC and WS

playback technology. H5S supports both RTC and WS technology, and clients

can modify the playback method as needed. RTC is mainly used in low-latency

intranet environments and has high network requirements; WS is mainly used in

complex network environments where special network configurations are not

required.

6.1 Real-time video operation

Real-time video operation

  Enter the real-time video interface, and you can click the device to play the

video. The menu of the real-time video interface can be referred to in the

following figure:

Number Name Function

1 Refresh

2 Switching regions

3 QR code

4 Turn on sound

5 Encoding information

6 Turn on the microphone

7 AI annotation

8 Local capture
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Real-time video 

9 Service screenshot

10 Service video recording

11 Ptz

12 Electronic amplification

13 Full screen

  There are two types of screenshots: one is server-side screenshot, and the

other is client-side screenshot. Client-side screenshots are downloaded to the

browser, while server-side screenshots are stored on the server.

  The default view is the device view. You can also click to switch to the area

view. After switching, you can refer to the following figure for area device

configuration.

     

6.2 RTC WS playback mode

RTC WS/WS2 playback mode switching

  The real-time video playback method can be configured on the client side.

  Enter the Client Config in the upper right corner of the interface.
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  You can switch between RTC and WS/WS2 playback.RTC and WS2 support

playback control, while WS does not.RTC engine can be v1.The playback on the

real-time interface after switching will be based on this method.This page can

also set watermark.

  H5S will automatically detect the decoding types supported by the browser

and determine whether to start transcoding. This way, clients don't need to

worry about whether a camera supports H264 or H265. It is recommended to

use client devices with GPUs as much as possible. This eliminates the need for

servers to perform an H265-to-H264 conversion process, significantly saving

server CPU resources.
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 Chrome supports H265 GPU decoding in WS and WS2 modes starting from

version 105, and Chrome supports RTC H265 decoding starting from version

127. This eliminates the need for servers to transcode H265. If Chrome supports

it, the WS decoder will appear as H265 in client configuration. If the browser is

configured with NVIDIA, it generally supports H265. Intel integrated graphics

requires a CPU from the Intel Core series of generation 12 or later.If H265

decoding is supported, it will be displayed in the WS decoder.

  The Chrome RTC H265 decoding function is disabled by default. You need to

add the --enable-features=WebRtcAllowH265Receive --force-

fieldtrials=WebRTC-Video-H26xPacketBuffer/Enabled startup parameters.
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  Take Windows as an example, open cmd.exe

  cd C:\Program Files\Google\Chrome\Application

  chrome.exe --enable-features=WebRtcAllowH265Receive --force-

fieldtrials=WebRTC-Video-H26xPacketBuffer/Enabled

  After starting in this way, the RTC decoder will contain H265.

  The "Display Disabled" option indicates whether the device tree displays

disabled devices, the "Image Quality Selection" option indicates whether the

real-time image displays buttons for image quality selection, and the "AI

Display" option indicates whether the AI analysis results are displayed on the

real-time image.

  Click the leftmost button in the playback interface to view whether the current

mode is using WS or RTC, as shown in the following figure:

6.3 View operations

View operations

  During the live video playback, you can save the current playback view, add,

delete, and modify views. The following interface can be used for reference:
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  You can click the view to switch. The configured view is also patrolled by view

in the video patrol.

  

6.4 View Layout

View Layout

  Starting from r17, the Web interface supports custom view layouts, which can

be customized as needed. Please refer to the following figure for reference:
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  When merging the grids, you can click on the adjacent yellow lines to merge

them, as shown in the following image:

6.5 Pan tilt control

Pan tilt control

  The pan-tilt control supports most of the pan-tilt operations, but the light

wiper only supports Hikvision SDK access. Please refer to the following figure:
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*By default, only 5 preset positions are displayed. You can modify the interface

code to increase the number of preset positions according to your needs.

Number Name Function

1 Zoom in and focus

2 Reduce focus

3 Enlarge aperture

4 Reduce aperture

5 Light on

6 Light off

7 Windshield wipers on

8 Wiper off

9 Pan tilt speed

10 Call preset position

11 Set the preset position

6.6 Video patrol

Video patrol

  Patrol can be performed according to all devices or selected views. The

configuration can be referred to the following figure:
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Number Name Function

1 View

2 Select patrol mode

3 Set up

6.7 Voice intercom

Voice intercom

  H5S supports camera intercom and supports all cameras added by Hikvision

SDK or access control devices with video functions.

  Voice intercom requires HTTPS access to the server, with an address such as

https://192.168.100.158:8443/#/Liveview.

  You can refer to the following figure:
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6.8 Scan and play

Scan and play

  H5S supports the mainstream HTML5 low-latency video playback technology,

so it supports WeChat and Alipay. Click the QR code in the video playback

interface to scan with WeChat and Alipay respectively (due to the older Android

browser kernel of Alipay, Android Alipay is not supported for the time being).

  You can refer to the following interface:

  After scanning, the following interface will appear. Click the video playback

button to play the video. You can also click the pan-tilt button to operate the

pan-tilt function.

  The screenshot is captured on the server side, and you can search and view the

corresponding image on H5SWeb.

  Start to start server video recording, stop to stop server video recording, and

search and replay corresponding videos on H5SWeb.
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Playback video

Introduction to playback video

  Due to the need for control support during playback, the playback video

section uses RTC technology. If you cannot see the video during playback,

please refer to the WEBRTC section configuration.

  Video storage is divided into two cases: H5S storage and NVR or third-party

platform storage. H5S playback and playback refer to video storage on H5S,

while device playback and archiving refer to NVR or third-party platform

storage.

  Capturing images refers to H5S capturing images.

  If you need to store or capture images on H5S, you can refer to the control

operations shown in the following figure:

  After starting manual video recording, it will continue to cycle through the

recording. If you do not need to record, you can manually stop it. After starting

video recording, the device tree will display a prompt, as shown in the following

image:
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Playback video

  

7.1 Advanced replay

Introduction to advanced playback

  Advanced playback supports remote storage and service storage. Remote

storage is playback from the device, and service storage is playback from H5S.

Advanced playback operation

  Advanced playback is a timeline-based playback mode that allows you to drag

the timeline to select, as well as select the date and speed of the video. You can

pause and play during playback.

Number Name Function
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1 Cam1

2 Date

3 Double speed

4 Play pause

7.2 File

File

  Archiving is the playback of video recordings from NVRs or platforms

connected to H5S, and the objects of operation require device SDK access

(including NVRs and third-party platforms) or national standard access. Refer to

the following diagram for usage instructions:

Number Name Function

1 Camera

2 Date

3 File

4 Refresh

5 Download

6 Online playback

  Since the video is stored on the device, you need to click Start Archiving, Start

Refreshing, and then wait until the progress reaches 100% before downloading.

The progress can be queried through the GetArchiveStatus API.
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  If you want to play back the video directly, you can click the playback button to

play back the video. Note that video playback does not require archiving. The

video playback operation can be referred to in the following figure:

Number Name Function

1 start time

2 End time

3 Time progress bar

4 Current playback time

5 Play pause

6 Double speed

Archiving Status 

  Starting from r17, the interface displays tasks that are being archived, as shown

in the following figure:
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7.3 Playback

Playback

  Playback is to play back the data of H5S video, which can be played directly or

downloaded. The usage method is shown in the following figure:

Number Name Function

1 Cam1

2 Date

3 Download

4 Online playback

5 Start time

6 End time

7 Time progress bar

8 Rewind to the current time

9 Play pause

10 Double speed
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7.4 Screenshot

Screenshot

  The screenshot is a picture captured on H5S, which can be previewed or

downloaded directly. For usage, refer to the following figure:

Number Name Function

1 Camera

2 Date

3 Search

4 Download

5 Online playback

6 Capture time

7.5 Thumbnail

Thumbnail

  Thumbnails are images captured at specific points in time within a video for

preview purposes. Currently, the new Hikvision NVR or H5S server video

recorded by the Hikvision SDK supports the thumbnail function, with a time

interval corresponding to the screenshot time interval. Clicking on the image

will play the corresponding video. For usage instructions, refer to the following

image:
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7.6 Task

Search for screenshot tasks

  The status of user screenshots can be searched in tasks. For usage, refer to the

following figure:

  //TODO update the status-bearing graph.

Search for archiving tasks

  The status of the user's archived videos can be searched in the task, and the

tags 1, 2, and so on are the archived segmented files.

  //TODO update the status map.
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Emap

8.1 Map configuration

Map configuration

  H5S supports Gaode Map and Google Map. You can select Gaode Map and

Google Map in Setting-》Map-》Map Setting. The system default is Gaode

Map.

8.2 Map operation

Map operation

  Map operation is based on area view. You can first configure cameras in the

area, click on the camera, and then click on the corresponding point on the map

to add the camera to the map. You can refer to the following figure:

Number Name Function

1 Root

2 Monitoring points

3 Delete

4 Change

5 Clear configuration

  Modifying the view can modify the default map location loaded by the map,

and clearing the configuration can clear the cameras added to the map.

  To delete a camera, first select the corresponding camera by clicking on it,

then click on the map and release the mouse after selecting the corresponding
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camera. Finally, click on Delete. You can refer to the following image for

operation:
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Region management

Introduction to region management

  Area management provides a method for reorganizing cameras, adding and

deleting areas, and assigning cameras to areas.

9.1 Add and delete regions

Add and delete regions

  You can perform the operation of Setting-》Region-》Delete/Add Region.

For specific usage, please refer to the following figure:

 

Number Name Function

1 Add

2 Delete

9.2 Regional resource allocation

Regional resource allocation

  You can go to Setting-》Region-》Region and select the camera and area.

Then you can add the selected camera to the selected area. For specific usage,

refer to the following image:
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Number Name Function

1 Cam1

2 Add

3 root

4 Delete
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User management

10.1 Role management

Role management

  In Setting-》Systeminfo-》User-》Role , add and delete roles. The system has

two default roles: Administrator and Operator. The Administrator has the

highest permissions (the administrator role cannot be deleted), while the

Operator only has operational permissions. There are two types of roles:

Administrator and Operator. The Administrator type is an administrator, while

the Operator type is an operator.

  If the type or operation permission is Administrator, it has the default

permission to access all cameras.

Number Name Function

1 Role name

2 Cam1

3 Operation Permissions
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10.2 User management

User management 

 In the Setting-》Systeminfo-》User User.From there, you can add or delete

users. The default username is "admin" and the default password is "12345".

Starting from version 14.15, the default password has been changed to

"Vision@168".

  

 

  If the user is not an administrator role, they can only see the assigned cameras

in the area after logging in.
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  The password in the configuration file is MD5-hashed. The default password is

12345. If you need to change the password, you also need to regenerate the

MD5 digest. You can use www/tool.html to generate the MD5 digest.

10.3 Security management

Security management 

  If you are using an older version, H5S allows anonymous browsing of videos by

default. Since 14.15, H5S has disabled anonymous browsing by default. To

enable or disable anonymous browsing by default, go to Setting-》

Systeminfo-》User-》Security. Please disable anonymous browsing in

production environments.

   

  You can also enable the illegal login lockout in the above interface.
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10.4 Play Code

Play Code

  Starting from version 14.19, H5S supports playback codes. You can add or

delete playback codes on the H5S video platform. Playback codes can be used

to play videos instead of sessions. Playback codes can be considered as fixed

sessions, but their permissions are limited. Playback codes can only access the

following APIs.

Name Path Describe

RTSP/RTMP video

forwarding

Forwarding part of reference standard

protocol

WS/RTC video

real-time and

playback

/api/v1/h5swsapi  /a

pi/v1/h5srtcapi

Screenshot /api/v1/Snapshot

Playback

screenshot

/api/v1/PbSnapshot

Start manual

video recording

/api/v1/ManualRecor

dStart

Stop manual

video recording

/api/v1/ManualRecor

dStop

File /api/v1/Archive

Archive

screenshots

/api/v1/ArchiveSnap

shot

Get archive status /api/v1/GetArchiveSt

atus

Search for service

videos

/api/v1/Search

Search remote

video

/api/v1/SearchDevic

eRecordByTime

Pan tilt control /api/v1/Ptz

Set the preset

position

/api/v1/SetPreset

Delete preset

position

/api/v1/DelPreset

Obtain the preset

position list

/api/v1/GetPresets

Acquire the video

source cache data

frame

/api/v1/GetImage



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 98

Get the loaded

image

/api/v1/GetLoadingI

mage

Get the list of

regions

/api/v1/GetRegion You need to specify whether you have

permission to obtain the region list

when adding the playback code; the

default region is empty and you need to

manually add devices

  Enter Setting-》Systeminfo-》User-》Play Code to add and delete play

codes. You can specify whether the play code has permission to obtain a region

list. There are 4-digit and 36-digit modes for play codes, which can be selected

according to your needs. Refer to the following figure:
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Cloud cascading

Introduction to Cloud Cascading

  Cascading is a mode in which the intranet H5S is connected to the cloud H5S

through a private protocol. It is divided into intranet configuration and cloud

configuration, as shown in the following figure:

11.1 Cascade configuration

Cascade intranet service configuration

  Enter Setting-》Cascade-》Cascade Setting, and configure cloud parameters

as shown in the following figure:



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 101

Cloud cascading

Number Name Function

1 User name

2 Password

3 Name

4 Token

5 IP

6 Port

7 Holding time

8 Enable

9 SSL protocil

10 Edge transco

  The user name and password are the user name and password of the cloud.

The cloud supports multiple intranet service registrations, and the numbers of

different intranet services cannot be the same. If the SSL protocol is enabled,

the corresponding port should be the HTTPS port;
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  Edge transcoding is used to reduce the transcoding load on the server by

uploading the transcoded content from the intranet service. If edge

transcoding is not enabled, the original video data is sent to the cloud and

transcoded by the cloud before being sent to the client.

Cascading cloud service configuration

  The default cloud server can accept connections from local servers without

configuration. If you use WebRTC in Cloud mode, since the cloud server

typically does not have a public IP address locally, the public IP address is

mapped out. You need to set bCloudMode and the corresponding public IP

address. Refer to the WebRTC configuration for the public network

environment.

  If there is an intranet service registration, you can enter the Cloud Video menu

to see the registered H5S, and you can also see the corresponding node in the

real-time video interface.

  The following figure shows Site 1 is a device registered in the cloud cascade:

*r17 and later versions cannot be cascaded with r16 and earlier versions.
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Video AI management

Introduction to Video AI Management

  H5S supports regular detection of camera video image quality, and can detect

blurry and dark images. In addition, H5S also supports deep learning-based

object detection and classification, which is divided into basic object detection

and advanced object detection.

  AI configuration requires AI software license. You can check whether there is

relevant AI license in Setting-》AI-》AI License. Video quality detection

requires a basic AI channel greater than 0.

  H5S needs to be deployed to Windows 10/Windows Server 2016/Windows

Server 2019 or Ubuntu 20.04 based on x86-64 CPUs.

12.1 Video quality detection

Video quality detection

  H5S supports regular detection of camera video image quality, which can

detect blurry and too dark images. You can turn it on or off in Setting-》AI-》

VQD, or select the device and turn it on or off all at once. The default detection

interval is 5 minutes, and a camera will be detected every 5 minutes. For

example, if there are 10 cameras that need to be detected, it will take 50

minutes to complete the entire process. After that, it will continue to cycle from

the first camera, or you can modify the interval to speed up the detection

rhythm. Refer to the following figure:

  After configuration, the results can be viewed in the alarm panel after a

detection interval. Refer to the following figure (the camera was covered during

the test, resulting in a blurred image):
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12.2 Object detection

Object detection 

  H5S supports deep learning-based target detection and classification. Basic

target detection relies on basic AI channel permissions. Setting-》AI-》Target

Detection is turned on or off. It supports types of detection such as people and

cars/cars/faces. The trigger interval is the interval between alarms triggered for

the same target. Please refer to the following diagram:

  After configuration, you can view the real-time detection results on the real-

time video interface. Please refer to the following figure:
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12.3 Advanced target detection

Object detection 

  H5S supports deep learning-based target detection and classification.

Advanced target detection relies on advanced AI channel permissions.

Setting-》AI-》Adv Target Detection to enable or disable. Supports safety

helmet type detection, where the trigger interval is the interval between alarms

triggered for the same target. Refer to the following figure for reference:

  After configuration, you can search for detection results in the event panel, as

shown in the following figure:
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WEBRTC

Introduction to WebRTC

  WebRTC itself has relatively high requirements for the network, and there are

generally three types of scenarios.

  The H5S server and browser clients are all on the intranet: no additional

configuration is required, using the default configuration

  The H5S server is in the cloud, and there is a mapped public IP address in the

cloud (such as Alibaba Cloud and Huawei Cloud): use the Cloud mode

  The H5S server is on the intranet, and the public IP and port are obtained

through intranet mapping (private server with a telecommunications public IP):

using forwarding mode

  After modifying the cloud mode and forwarding mode configurations, it is

necessary to restart the h5s service.

13.1 Cloud mode

Cloud mode

  If you use WEBRTC in Cloud mode, since cloud servers generally do not have

public IP addresses locally, public IP addresses are mapped out. You need to set

the cloud mode and corresponding public IP address. Go to Setting-》

Protocol-》WEBRTC-》Cloud model and refer to the following figure.

Number Name Function
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WEBRTC

1 Turn on cloud mode

2 Public IP address in the cloud

3 Minimum value of port range

4 Maximum port range

  

  Cloud service WEBRTC needs to open the TCP port range of the configuration

file; if it is Alibaba Cloud, it needs to open the security group configuration and

open all the configured nPortRangeMin to nPortRangeMax TCP ports, as shown

in the following figure.

   After configuration, please restart the H5S service.

13.2 Forwarding mode

Forwarding mode

  The forwarding mode is based on TURN technology. You can refer to the

following figure to open the TURN service. The IP address is the server address

where H5S is located, and the port is the port used by the TURN service. The IP

address and port will be mapped by the router to the external network's IP and

port. If there is no mapping, the two sets of IP addresses and ports are the

same. Setting-》Protocol-》WEBRTC TURN Service refers to the following

figure.
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Number Name Function

1 IP

2 Port

  After configuring the TURN service, you can configure the forwarding mode.

Refer to the following figure, where the IP address and port are the mapped

addresses and ports. If there is no mapping, use the address and port of the

TURN service. The username and password can remain default.

  If the client accesses the RTC service using an intranet Web service address,

the server will detect that it is an intranet client based on the intranet Web

address. In this case, the TURN traffic will go directly to the TURN service

pointed to by the intranet IP address and intranet port, rather than through the

mapped IP address and port.
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WEBRTC

Number Name Function

1 Port

2 Intranet port

3 IP

4 Intranet address

5 Internal web service

address

  The following figure shows an example of configuring forwarding mode.
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  The intranet IP address of the H5S service is 192.168.100.123, and the

corresponding public IP address is 47.1.1.123. First, add the following three

mappings (assuming that the h5s port is default and has not been modified) in

the firewall or router, with the protocol set to TCP:

  192.168.100.123:8080 -> 47.1.1.123:9080

  192.168.100.123:8443 -> 47.1.1.123:9443

  192.168.100.123:9478 -> 47.1.1.123:3478

  The browser access address after mapping is

  http:// 47.1.1.123:9080

  https:// 47.1.1.123:9443

  For the configuration of the corresponding forwarding mode and TURN

service, please refer to the figure above.
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Standard protocol

Introduction to standard protocol

  The configuration interface and API have been added to the src of H5S. In

addition to supporting js video playback libraries, they can also be accessed

directly using RTSP RTMP clients. Starting from r15.14, H5S supports pushing

the accessed video to a third-party streaming media server through the RTMP

streaming protocol.

14.1 RTSP/RTMP/FLV real-time forwarding

RTSP/RTMP/FLV real-time forwarding

  The following is the default port configuration, and there is a corresponding

url for src of token1. main corresponds to the main stream, and sub

corresponds to the sub stream. If there is no $$, the main stream is used by

default. If it is FLV, you need to add the .flv suffix after the token.

  RTSP: rtsp://ip:8554/live/token1?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTSP: rtsp://ip:8554/live/token1$$main?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTSP: rtsp://ip:8554/live/token1$$sub?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTMP: rtmp://ip:8935/live/token1$$main?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTMP: rtmp://ip:8935/live/token1$$sub?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  FLV: http://ip:8890/live/token1.flv?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  FLV: http://ip:8890/live/token1$$main.flv?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  FLV: http://ip:8890/live/token1$$sub.flv?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  The following figure shows an example of VLC playing RTSP video forwarding.

VLC also supports FLV and RTMP playback.

http://ip:8890/live/token1$$sub.flv?session=ea99904d-8355-4590-8c03-9ddd205835a7
http://ip:8890/live/token1$$sub.flv?session=ea99904d-8355-4590-8c03-9ddd205835a7
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RTSP/RTMP/FLV real-time forwarding authentication

   Starting from r15.1, all RTSP and RTMP forwarding require session

authentication. The session can be obtained from the Login API in the following

format. Please ensure that a valid session is used when making requests.

  RTSP: rtsp://ip:8554/live/token1?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTSP: rtsp://ip:8554/live/token1$$main?session=ea99904d-8355-4590-8c03-

9ddd205835a7 

  RTSP: rtsp://ip:8554/live/token1$$sub?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTMP: rtmp://ip:8935/live/token1$$main?session=ea99904d-8355-4590-8c03-

9ddd205835a7

  RTMP: rtmp://ip:8935/live/token1$$sub?session=ea99904d-8355-4590-8c03-

9ddd205835a7

RTSP/RTMP/FLV real-time forwarding playback code

  In the case of configuring a playback code, you can use the playback code

instead of the session to play the video. For playback code settings, refer to

Setting-》Systeminfo-》User-》Play Code.

  RTSP: rtsp://ip:8554/live/token1?session=0031

  RTSP: rtsp://ip:8554/live/token1$$main?session=0031

  RTSP: rtsp://ip:8554/live/token1$$sub?session=0031

  RTMP: rtmp://ip:8935/live/token1$$main?session=0031

  RTMP: rtmp://ip:8935/live/token1$$sub?session=0031 
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  FLV: http://ip:8890/live/token1.flv?session=0031

FLV HTML Real-time Playback

  There is an example of flv.html in the www directory, which is based on

mpegts.js and can be played by clicking the following link in h5s web.

  http://ip :18085/flv.html?token=dff9&session=1234

  Note: The actual port for the flv protocol is 8890.

14.2 HLS real-time forwarding

HLS real-time forwarding  

  Starting from r17, HLS supports two modes: on-demand streaming and

continuous streaming. By default, all channels are on-demand streaming. Due to

limitations in the protocol itself, HLS has a delay of more than 3 seconds. The

following is a default port configuration with a corresponding url for src of

token1. main corresponds to the main stream, and sub corresponds to the sub

stream. The session parameter also supports playback codes.

  HLS protocol address：http://ip:18085/api/v3/token1/main/stream.m3u8?

session=ea99904d-8355-4590-8c03-9ddd205835a7

  The service provides a player based on hls.js (https://github.com/video-

dev/hls.js) internally, which can be used to verify the HLS protocol on Windows

using Chrome/Firefox.     Other browsers that support the HLS protocol can

directly access the HLS protocol address.

  hlsjs address：http://ip:18085/hlsjs.html?

token=token1&stream=main&session=ea99904d-8355-4590-8c03-

9ddd205835a7

HLS fmp4/mpegts mode

  HLS supports fmp4 and mpegts packaging, with the default being fmp4

format. Some older Android HLS players do not support fmp4, and you can

modify it to mpegts in Setting-》Protocol-》HLS-》Global Configuration. After

modification, you need to restart.

HLS channel configuration

  HLS adopts a segmented mode. If you pull streaming from the camera on

demand, the first frame time of HLS is very slow. You can configure the channel

http://ip:8890/live/token1.flv?session=0031
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to be in a continuous streaming mode, which will generate segmented files in

advance and load faster.

14.3 RTMP push stream forwarding

RTMP push stream forwarding

  Before configuring RTMP push streaming forwarding, find the address of the

third-party RTMP push streaming service. Since RTMP does not support H265

transmission, all streaming data will be transcoded into H264 before being

pushed; if the stream is H264, the service will not perform transcoding.

 In the Push, select the video stream that needs to be streamed and forwarded,

and click Add +. For more information, refer to the following figure:

  After adding, you can refresh the corresponding interface to check whether

the streaming is successful. For details, refer to the following figure:
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Number Name Function

1 Offline

2 Edit

3 Refr



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 121

15.System configuration



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 122

15

System configuration

15.1 Network configuration

15.1.1

RTSP protocol

RTSP protocol

  The RTSP protocol is a streaming media protocol. If you use the on-demand

streaming mode, there is no way to obtain the online status of the video source

corresponding to RTSP/RTMP. H5S uses an IP address and port detection

method to obtain the online status, which is enabled by default. It can also be

turned off.

  Enter Setting-》Protocol-》RTSP Configuration to check whether it is enabled,

and you can configure the detection interval. Refer to the following figure:

Number Name Function

1 RTSP service detection

2 Keepalive time

15.1.2

HTTP protocol

HTTP protocol configuration

  Enter Setting-》Protocol-》HTTP-》HTTP setting Configuration HTTP

Parameters, support HTTP port, HTTPS port, certificate name (certificate in

certificate/ directory), whether to enforce HTTPS, whether to support multiple
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domains, HTML storage location. After modification, you need to restart it.

Refer to the following figure:

HTTP domain configuration

  Enter Settings-》Protocol-》HTTP-》Service list to add or delete domains.

The system defaults to the cluster interface. If you enable multiple domains, you

can access it through the localhost domain name. Refer to the following figure:
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15.1.3

HTTPS certificate configuration

HTTPS certificate configuration

   H5S supports issuing certificate configuration. Modify the run directory

certificate/server.pem. If the corresponding file name is modified in the HTTP

protocol configuration, the corresponding file can be modified. This is

applicable to multi-domain configurations. The following content is introduced

with the file name server.pem.

  It is recommended to download the nginx type certificate configuration in the

following format.

  Use a text editor (notepad++ is recommended) to clear the contents of

server.pem. Then, copy the contents of the nginx pem file and the nginx key file

into server.pem. The final file structure can be seen in the following image.

  After modifying the server.pem file, restart the H5S service.
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15.1.4

MQTT Server

MQTT server configuration

   Starting from R18, H5S has built-in MQTT service and pushes device alarms to

the MQTT server by default. Go to Settings ->Protocol ->MQTT to configure

MQTT service parameters. After configuration, it needs to be restarted to take

effect.
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Number Name Function

1 Enable Start or stop MQTT service, restart takes effect

2 Allow anonymity Enable or disable MQTT authentication

3 Port MQTT server port

4 IP MQTT server IP

5 Add user Add MQTT user

6 Delete Delete MQTT user

After MQTT is enabled, third-party MQTT clients can be used to subscribe to

events,  take MQTTX（ https://mqttx.app/ ）for example.

Number Name Function

1 Connect Connect to MQTT server
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2 Name Connection name

3 Host MQTT server IP

4 Port MQTT server port

5 Username MQTT user name

6 Pasword MQTT user password

After opening the link, you can subscribe to the alarm. The topic format is

secureEvent/device/token/type, where the token is the camera channel and the

type is the alarm type as follows

H5S_EVENT_MOTION  motion

H5S_EVENT_CROSS_LINE cross line 

H5S_EVENT_FIELD_DETECTION field detection

H5S_EVENT_SMOKE_DETECTION smoke detection

H5S_EVENT_CONS_VEHI_DETECTION construction vehicles

securityEvent/device/+/H5S_EVENT_FIELD_DETECTION can subscribe all the

channel field detection event.  securityEvent/device/# subscribe all the event. 

single-level wildcard is +,

multi-level wildcard#

Receive real-time device alarms after successful subscription
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15.2 Video recording management

Video recording control

  You can start and stop recording on the real-time video interface. For specific

instructions, refer to the real-time video section of the manual:

Number Name Function

1 Refresh

2 Switching regions

3 QR code

4 Turn on sound
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5 Encoding information

6 Turn on the microphone

7 AI annotation

8 Screenshot

9 Capture

10 Start recording, stop recording

11 Pan tilt control

12 Electronic amplification

13 Full screen enlargement

Loop Recording Configuration

  The system video recording is set to cycle coverage by default. You can modify

bAutoFullDel in conf/h5ss.conf to turn on or off cycle coverage, or modify

nDiskAutoDelPercent to change the percentage of starting cycle coverage. By

default, cycle coverage starts when it exceeds 92% of the disk. After

modification, you need to restart.

Video path configuration

  Starting from 9.1, the mediastore supports absolute path configuration for

video recording locations. In conf/h5ss.conf, modify bEnableStorPath to true

and modify the corresponding strRoot. Currently, only one path configuration is

supported and multiple paths are not supported. After modification, you need

to restart.
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Video recording configuration is prohibited

  After configuring the video recording path, if strRoot does not exist, all video

recordings will be prohibited. For example, if the following p:/ does not exist,

the system will prohibit all types of video recordings.

  

15.3 Transcoding management

Introduction to Transcoding Management

  Find the transcoding section in the configuration file. The configuration file has

different transcoding profiles: default

  H5S supports hardware and software codecs based on Intel GPU/NVIDIA GPU,

and can obtain the currently supported codecs in the dashboard.
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  If it is a software codec, h5s supports most operating systems. For detailed

configuration, please refer to NVIDIA GPU mode and system GPU mode.

  On Windows, you can update the driver at the following link:

  https://downloadcenter.intel.com/ 

  The Linux H5S release package includes Intel-related drivers. Run

installgpudriver.sh in the release directory as root. Additionally, Linux

recommends running H5S as root.

  The default version requires a transcoding license to have transcoding

functionality. Please send an email to info@linkingvision.com to obtain a

transcoding license.

  You can use GPU-Z on Windows to view the usage of the GPU. You can

download it from the following link:

  https://linkingvision.com/download/tools/GPU-Z.2.22.0.exe 

  

https://downloadcenter.intel.com/
https://linkingvision.cn/download/tools/GPU-Z.2.22.0.exe
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15.3.1

Default transcoding configuration

Default H265 to H264 conversion configuration default

  Since browsers currently do not support H.265, h5s will automatically detect

the H.265 stream and find a suitable transcoding method to convert H.265 to

H.264. Of course, if it is already H.264, nothing will be done.

  Enter Setting-》Transcoding-》Default to modify relevant parameters, as

shown in the following figure:

Parameter meanings

Field Meaning Describe

Name Configuration Name Default configuration, cannot be deleted. If it is

customized, it can be modified and deleted
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Number Configuration number Default configuration, cannot be deleted. If it is

customized, it can be modified and deleted

Video

coding 

H5_CODEC_H264

H5_CODEC_AV1

The default is H5_CODEC_H264, which is mainly

used for HTML5 video support. H5_CODEC_AV1

requires more computing power. If you need

H5_CODEC_AV1 support, please contact product

technical support. You need to use a TAV1

transcoding card

Engine H5_SW_ONLY

H5_GPU_AUTO

H5_GPU_ONLY

H5_SW_ONLY indicates that only CPU

transcoding is used and no GPU is loaded

H5_GPU_AUTO indicates the use of both CPU

and GPU in a load balancing mode

H5_GPU_ONLY indicates using only GPU

It is necessary to check whether the NVIDIA GPU

mode and system GPU mode have loaded the

GPU. If not, the system will automatically select

the CPU

Code rate The bit rate after transcoding,

in bps

The range is 64 to 10240, with a default of 1024.

It can also be modified to 2048 or 3072 to

improve image quality

Frame rate

type

H5_FPS_AUTO

H5_FPS_FIXED

H5_FPS_DYNAMIC

H5_FPS_AUTO indicates that the same frame rate

is used as the video source

H5_FPS_FIXED indicates a fixed frame rate, with a

specific value of frame rate

H5_FPS_DYNAMIC is an experimental type and is

not open to the public for the time being

Frame rate Frame rate 5-25 It takes effect when the frame rate type is

H5_SCALE_FIXED

Resolution

type

H5_SCALE_AUTO

H5_SCALE_FIXED

H5_SCALE_DYNAMIC

H5_SCALE_AUTO indicates that the same

resolution as the video source is used

H5_SCALE_FIXED indicates a fixed resolution,

with a specific value of width and height

H5_SCALE_DYNAMIC is an experimental type

and is not available to the public for the time

being

Width and

height

Resolution width and height It takes effect when the resolution type is

H5_SCALE_FIXED
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15.3.2

Customize transcoding configuration

Customize transcoding configuration

  H5S supports user-defined transcoding, and users can add custom transcoding

configurations in the settings.

  Enter Setting-》Transcoding-》Customization to modify relevant parameters.

For the meaning of relevant parameters, refer to the default transcoding

configuration. For specific parameters, refer to the following figure:

  

 

  The above figure has three profiles configured

  This is a transcoding configuration that can be selected in the real-time video

playback window. Profile1, Profile2, and Profile3 can be used for high-quality,

medium-quality, and low-quality playback in actual use. Refer to the following

image:
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  In the cloud streaming mode, you can enable edge device transcoding, which

can reduce the load on the central server. In the cascading configuration, simply

modify bEdgeTranscoding to true.

   

  All nodes and servers in the cloud streaming mode need to have the same

custom transcoding configuration. The cloud streaming intranet server and

cloud streaming public network server need to have the same name and

number (token) Profile, but other parameters except for the name and number

(token) can be configured according to actual requirements.
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15.3.3

GPU mode selection

GPU mode selection

  The H5S mode disables GPU transcoding, and you can modify the default

configuration of the transcoding engine options to enable GPU transcoding

support:

  H5_SW_ONLY indicates that only CPU transcoding is used without loading GPU

  H5_GPU_AUTO indicates that both CPU and GPU are used simultaneously,

using a load balancing mode

  H5_GPU_ONLY indicates that only the GPU is used

  It is necessary to check whether the NVIDIA GPU mode and system GPU mode

have loaded the GPU. If there is no GPU loaded, the system will automatically

choose the CPU.      The system mode will automatically select the GPU. The

NVIDIA mode uses only the NVIDIA GPU card, and the TAV1 mode uses the

TAV1 transcoding card. The TAV1 mode supports transcoding in AV1 format.

Refer to the following figure:

  If the system has a GPU, you can choose according to the actual situation. The

selection method is shown in the following table:

  

Operating

system

GPU Type Describe

Windows 10/

2016/2019

Intel System GPU

mode

Does not support multi-graphics

card mode

Windows 10/

2016/2019

AMD System GPU

mode

Does not support multi-graphics

card mode

Windows 10/

2016/2019

NVIDIA single

graphics card

System GPU

mode

Does not support multi-graphics

card mode

Linux Intel System GPU

mode

Does not support multi-graphics

card mode



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 137

System configuration

Windows 10/

2016/2019

NVIDIA multi-

graphics card

(including single

card)

NVIDIA GPU

mode

Support multiple GPU graphics cards,

and it is recommended to use the

same model

RTX A2000 supports 10-channel

1080P H265 to H264 transcoding

Linux NVIDIA multi-

graphics card

(including single

card)

NVIDIA GPU

mode

Support multiple GPU graphics cards,

and it is recommended to use the

same model

Linux RK3568/RK3566/RK

3588

System GPU

mode

RK3588 has the best performance

and can support 15-channel 1080P

H265 to H264 transcoding

  After determining the mode, you need to configure the mode. You can

configure the mode in Transcoding-》Local transcoding configuration

Settings. After modifying the mode, you need to restart H5S. The maximum

transcoding is the maximum number of transcodings supported by the GPU.

The specific number can be adjusted based on hardware measurements.

H5S Operation Requirements

  Linux running H5S requires root access. Using a regular account can lead to

slow video start-up or green screen issues.

Transcoding status

  Enter the transcoding-》transcoding status to view the detailed information

of the transcoding process.

  Transcoding indicates the ongoing transcoding process. GPU/CPU indicates

the type of resources used for the transcoding process. GPU number indicates

the number of GPUs used. If there are multiple GPUs, the system will load

balance across multiple GPUs,

  Click on the details to view the real-time frame rate and bit rate, as shown in

the following figure:
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15.3.4

NVIDIA GPU Mode

GPU supports the number of codes

   NVIDIA has limited the number of encodings for GPUs. You can visit the

following link to confirm the number of encodings for specific models. Some

graphics cards have only 3 transcoding sessions, and it is recommended to

choose the Unrestricted type.

  https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-

new  

https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new
https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new
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  NVIDIA graphics cards are mostly PCIE interfaces, and the installation method

can be referred to the following figure:

  

Installation of GPU driver

  NVIDIA graphics driver needs to be installed separately. You can download the

corresponding driver from the following link.

  https://www.nvidia.com/download/index.aspx 

https://www.nvidia.com/download/index.aspx
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  After the Windows driver is installed, the corresponding driver information can

be displayed on the Performance page of the Task Manager. Refer to the

following figure:

  The installation of the NVIDIA driver for Linux is a bit troublesome. It is

recommended to use Ubuntu 20.04, which comes with the NVIDIA GPU driver.

Refer to the following figure for applying the driver, starting the software and

updating it. Then select the driver, and it is recommended to choose tested,

and then select Apply Changes.
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  Linux can check the working status of the GPU using nvidia-smi:

NVIDIA status display

   If the GPU configuration is normal, the NVIDIA submenu option will appear

during transcoding, where the ENC utilization rate will be relatively high. If the

ENC reaches around 80%, it indicates that the resources have reached their

limit. Refer to the following figure:
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15.3.5

System GPU mode

System GPU mode

  The system GPU mode uses the GPU acceleration transcoding that comes with

the operating system, and can only support one graphics card.

Windows system GPU mode

  As long as the GPU can be loaded by the Windows Task Manager, it can be

used to accelerate transcoding. Only one graphics card can be supported, and

the default GPU is 0. Refer to the following figure:
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Linux Rockchip system GPU mode

  The H5S armv8 release includes the RK3568/RK3566/RK3588 transcoding-

related driver components by default. After enabling GPU transcoding, you will

see the transcoding resources as GPU in the transcoding status. Rockchip does

not provide a resource utilization display.

15.3.6

TAV1 GPU mode

TAV1 GPU mode

  TAV1 GPU mode refers to the use of TAV1 GPU transcoding cards, which only

supports Linux platforms based on Intel CPUs.

  The TAV1 GPU mode supports H265/H264/AV1 transcoding, and can be

modified to the corresponding type in the default transcoding configuration or

custom transcoding configuration. The AV1 type only takes effect in the RTC

playback mode.

15.4 Video configuration

Video loading image configuration

  Find the video section in the configuration file (conf/h5ss.conf), as shown in the

following figure:

  By default, h5s stores the last I frame of the video in memory, so that the latest

frame image will be loaded when the video is loaded. In some cases, this feature

may not be needed. You can set bEnableShowLatestImage to false to prevent

the display of the latest image and instead display the default image.

  If the version is a group version, you can modify the default image. The

publishing package includes a connecting.gif, or you can place a custom image

in the conf directory and modify strLoadingImageFile to the corresponding file

name to load the image before playback. If you do not need this feature, simply

delete the corresponding image.
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15.5 System restart

System restart

  If the H5S service is running, you can refer to the manual's installation section

to restart it. H5S supports restarting from the interface, as shown in the

following figure:

 

15.6 Automatic maintenance

Automatic restart

  Enter Setting-》Systeminfo-》System maintenance-》Automatic

Maintenance to set the system to restart periodically. By default, the system

does not restart periodically, but you can choose the frequency and time of the

scheduled restart.

15.7 Restore default configuration

Restore default configuration

  First, backup the conf/h5ss.conf file, then delete it and restart the system. The

system will restore the default configuration.

15.8 Log configuration

Log configuration

  Go to Setting-》System-》Logs to configure the log level and log cycle

coverage. Restart is required after modification.

15.9 Configure snapshots

Configure snapshots

  The H5S configuration is based on the configuration file, which is

conf/h5ss.conf. To prevent accidental damage to the configuration file, it is

recommended to take a snapshot of the configuration before entering the



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 145

System configuration

production environment. If the configuration is accidentally damaged, the

system will start from the most recent snapshot configuration.

  If the system has not taken a snapshot, the system will give an alarm prompt, as

shown in the following figure:

  Enter Setting-》System Maintenance-》System Maintenance to configure

snapshots, as shown in the following figure:

15.10 License import

License import

  If you are using a test license and the current system is already running

normally, go to Setting-》Systeminfo-》System Maintenance-》License
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import to import a new license. If the system is not running with a license, you

can refer to the manual installation section to import it. After modification, you

need to restart.

15.11 Production environment configuration

Production environment configuration

  Before the development is completed and entered into the production

environment, it is recommended to add a configuration snapshot to the

management page configuration section and modify the log to a circular

overwrite mode. If it is Linux, please refer to the installation section for system

optimization. You can refer to the manual Linux Performance Improvement

Configuration Log Configuration Configuration Snapshot.

15.12 Product customization

Product customization

  Starting from r17, you can modify the interface icons or names based on the

actual project. To do so, go to Setting-》Customization and modify the

relevant content. You can download existing images and modify new images

based on their dimensions.
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16

Reverse proxy

Introduction to Reverse Proxy

  Due to the complexity of business, enterprise applications will use NGNIX

proxy for many services during actual use, and then expose a public domain

name or IP address for use. This chapter uses Centos 7 (applicable to

RockyLinux 8) as an example for configuration. The following figure shows two

IP addresses for the reverse proxy server, one is 192.168.100.168, and the other

is 10.0.0.1.

  After configuring the proxy, all environments support WS; however, if the

client can directly access H5S, it can also be accessed after configuring the

reverse proxy with RTC. If the client cannot access H5S, TURN needs to be

configured.

Preparing the NGINX Environment

  First install nginx. If it has already been installed, you can ignore it.

  #yum install nginx

  You can use the following command to reload the configuration of nginx:

  #nginx -s reload

  Copy the www directory from the H5S release package to /usr/share/nginx. For

specific results, refer to the following figure:



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 151

Reverse proxy

  Disable SeLinux and firewall. If you need to enable the firewall, you can

configure rules as needed.

  #setenforce 0

  #systemctl stop firewalld

H5S environment preparation

  For testing convenience, it is necessary to add a video source with a token of

token1 in H5S. ws.html rtc.html will default to the video source with token1.
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16.1 Basic proxy

Basic proxy

  The basic proxy is an NGNIX proxy for one H5S. Refer to the following figure:

  Modify the /etc/nginx/nginx.conf to the following configuration, and reload

the configuration after modification:

  

user nginx;

worker_processes auto;

error_log /var/log/nginx/error.log;

pid /run/nginx.pid;

include /usr/share/nginx/modules/*.conf;

events {

    worker_connections 1024;

}

http {

    log_format  main  '$remote_addr - $remote_user [$time_local] "$request" '

                      '$status $body_bytes_sent "$http_referer" '

                      '"$http_user_agent" "$http_x_forwarded_for"';

    access_log  /var/log/nginx/access.log  main;

    sendfile            on;

    tcp_nopush          on;

    tcp_nodelay         on;

    keepalive_timeout   65;
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    types_hash_max_size 2048;

    include             /etc/nginx/mime.types;

    default_type        application/octet-stream;

    include /etc/nginx/conf.d/*.conf;

    server {

        listen       80 default_server;

        listen       [::]:80 default_server;

        server_name  _;

        root         /usr/share/nginx/www;

        # Load configuration files for the default server block.

        include /etc/nginx/default.d/*.conf;

        location / {

        }

        location /api/v1/ {

            proxy_pass http://192.168.100.158:8080;

            proxy_http_version 1.1;

            proxy_set_header Upgrade $http_upgrade;

            proxy_set_header Connection "upgrade";

        }

        error_page 404 /404.html;

            location = /40x.html {

        }

        error_page 500 502 503 504 /50x.html;

            location = /50x.html {

        }

    }

}

  Then enter http://10.0.0.1/ in the browser to log in to H5S and view the video
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  You can also use the single-page access tool to access the video:

  http://10.0.0.1/ws.html?token=token1 

16.2 load balancing

Load balancing proxy

  The load balancing proxy is an NGINX proxy that multiplexes multiple H5S,

each of which is configured with the same video source and token. This allows

NGINX to select backend servers for streaming based on policy. Refer to the

following diagram:

http://10.0.0.1/ws.html?token=token1
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Reverse proxy

  Modify the /etc/nginx/nginx.conf to the following configuration, and reload

the configuration after modification:

user nginx;

worker_processes auto;

error_log /var/log/nginx/error.log;

pid /run/nginx.pid;

include /usr/share/nginx/modules/*.conf;

events {

    worker_connections 1024;

}

http {

    log_format  main  '$remote_addr - $remote_user [$time_local] "$request" '

                      '$status $body_bytes_sent "$http_referer" '

                      '"$http_user_agent" "$http_x_forwarded_for"';

    access_log  /var/log/nginx/access.log  main;

    sendfile            on;

    tcp_nopush          on;

    tcp_nodelay         on;

    keepalive_timeout   65;

    types_hash_max_size 2048;

    include             /etc/nginx/mime.types;

    default_type        application/octet-stream;

    include /etc/nginx/conf.d/*.conf;

    upstream h5sbackend {

        #least_conn;

        #random;

        #ip_hash;

        server 192.168.100.158:8080;

        server 192.168.100.162:8080;

    }

    server {

        listen       80 default_server;

        listen       [::]:80 default_server;

        server_name  _;
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        root         /usr/share/nginx/www;

        # Load configuration files for the default server block.

        include /etc/nginx/default.d/*.conf;

        location / {

        }

        location /api/v1/ {

            proxy_pass http://h5sbackend/api/v1/;

            proxy_http_version 1.1;

            proxy_set_header Upgrade $http_upgrade;

            proxy_set_header Connection "upgrade";

        }

        error_page 404 /404.html;

            location = /40x.html {

        }

        error_page 500 502 503 504 /50x.html;

            location = /50x.html {

        }

    }

}

  You can use the single-page access tool to access the video, which will be

forwarded from different H5S according to the policy:

  http://10.0.0.1/ws.html?token=token1 

16.3 Specify proxy

Specify proxy

  The basic proxy is an NGINX proxy that handles multiple H5S, each with a

different video source configuration. The business program knows which H5S

service the token is on, so it can use a specified proxy mode. This allows NGINX

to find the correct H5S based on the API path. Refer to the following diagram:

http://10.0.0.1/ws.html?token=token1
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Reverse proxy

  Modify the /etc/nginx/nginx.conf to the following configuration, and reload

the configuration after modification:

user nginx;

worker_processes auto;

error_log /var/log/nginx/error.log;

pid /run/nginx.pid;

include /usr/share/nginx/modules/*.conf;

events {

    worker_connections 1024;

}

http {

    log_format  main  '$remote_addr - $remote_user [$time_local] "$request" '

                      '$status $body_bytes_sent "$http_referer" '

                      '"$http_user_agent" "$http_x_forwarded_for"';

    access_log  /var/log/nginx/access.log  main;

    sendfile            on;

    tcp_nopush          on;

    tcp_nodelay         on;

    keepalive_timeout   65;

    types_hash_max_size 2048;

    include             /etc/nginx/mime.types;
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    default_type        application/octet-stream;

    include /etc/nginx/conf.d/*.conf;

    server {

        listen       80 default_server;

        listen       [::]:80 default_server;

        server_name  _;

        root         /usr/share/nginx/www;

        # Load configuration files for the default server block.

        include /etc/nginx/default.d/*.conf;

        location / {

        }

        location /h5s158/api/v1/ {

           proxy_pass http://192.168.100.158:8080/api/v1/;

           proxy_http_version 1.1;

           proxy_set_header Upgrade $http_upgrade;

           proxy_set_header Connection "upgrade";

        }

        location /h5s162/api/v1/ {

           proxy_pass http://192.168.100.162:8080/api/v1/;

           proxy_http_version 1.1;

           proxy_set_header Upgrade $http_upgrade;

           proxy_set_header Connection "upgrade";

        }

        error_page 404 /404.html;

            location = /40x.html {

        }

        error_page 500 502 503 504 /50x.html;

            location = /50x.html {

        }

    }

}

Modify ws.html under /usr/share/nginx/www, and change rootpath (default is

'/') to '/h5s158/' corresponding to the path in the configuration. If it is /h5s158/,
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Reverse proxy

request from the 158 H5S service, and if it is /h5s162/, request from the 162

H5S service.
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17

Reinforcement Guidelines

Reinforcement Guidelines

  Hardening is a method of enhancing software network security to improve

network defense capabilities. The following provides specific methods for

hardening.

17.1 User management

  If the version is 14.15 or later, in addition to retaining the user manual, the

following reinforcement methods are enabled by default in the version.

Change password to strong password

  Go to Setting-》Systeminfo-》User-》User to change the passwords of all

accounts. It is recommended that the passwords meet the following

requirements:

  1. The password length should be at least 8 characters.

  2. The password must contain at least one uppercase letter.

  3. The password must contain at least one lowercase letter.

  4. The password must contain at least one number.

  5. The password should contain at least one special character, such as @, #, &,

etc.

  6. The password cannot contain two consecutive numbers that increase or

decrease. For example, 12, 321, 5678, etc.

  7. The password cannot contain the user name.

Turn off anonymous browsing and turn on illegal login lock

  Anonymous browsing allows users to view videos without logging in. It is

recommended to completely disable anonymous browsing in production

environments, especially on uncontrolled networks.

  Enter Settings-》System-》Users-》Security Management. Turn off

anonymous browsing and turn on illegal login lockout. Red indicates off and

green indicates on. After modification, you need to restart, as shown in the

following figure:



H5S video platform，version 18                                                                     All rights reserved©linkingvision                                                                                 163

Reinforcement Guidelines

Delete the relevant online documents

   After deploying to the production environment, delete the online API

documentation and operation documentation to prevent them from being

stolen. The documentation is located in www/doc under the installation

directory, with file names of api.html and H5S Video Platform User Manual-

zh.chm.
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Appendix A FAQ

1. How to obtain a test license?

You can log in to the H5SWeb dashboard and click the copy button next

to the HostID.

You can also open the directory logs/h5s/ and copy the hostid (r15 and

earlier versions are in the logs directory, while r16 and later versions are

in the logs/h5s directory). To prevent copying hostids generated on

other machines, it is recommended to delete all log files in the h5s

directory before starting h5s. The path can be referred to in the following

figure:

Send the HostID and company name and address to

info@linkingvision.com to obtain a test license
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If you replace the new license, please delete or move the old license file

from the conf directory. Do not back up to the conf directory. H5S reads

the license file based on the file extension. 

2. h5s service failed to start?

h5s uses multiple network ports to provide different services. The default

ports are 18085 (r16 and later versions), 8080 (r15 and earlier versions),

18445 (r16 and later versions), 8443 (r15 and earlier versions), 8554, 8555,

8935, 8936, 8890, 8891, 18000 (r15.5 and later versions are defaulted to

18005), and 18005. These ports belong to the http rtsp rtmp flv services,

and you can check for port conflicts. Sometimes you accidentally click

gencertificate.bat, which resets the certificate. In this case, you need to

restore the files under the certificate directory from the release package.

3. What is the function of the warning sign in the upper right

corner of the configuration interface?

If you do not take a snapshot of the configuration, the system will prompt

you in the upper right corner of the interface. It is recommended to take

a snapshot after configuring the system and adding cameras or hard disk

video recorders to prevent accidental configuration loss. If the accidental

configuration is destroyed, the system will start from the latest snapshot.

4. How to configure the production environment?

Before the development is completed and enters the production

environment, it is recommended to add a configuration snapshot to the

management page configuration section and modify the log to a circular

overwrite mode. If it is Linux, please refer to the installation section for

system optimization.

5. Is there any naming rule for tokens in h5s?

The token of h5s is composed of letters and numbers, supports a single

hyphen and underscore, and does not support special characters (such as

@#$ etc.).  Correct examples include token1_1  token1-1.  Double
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hyphens are not supported, and examples of unsupported tokens include

token1--1.

6. Can the installation path of h5s contain Chinese characters?

h5s Windows version Linux installation path does not support Chinese.

7. The h5s configuration file has been restored to its default

state?

H5S uses a JSON-formatted configuration file, which is prone to

formatting errors when manually edited. It is recommended to use

Notepad++ to modify the configuration file.

8. How to configure the on-demand stream retrieval from the

camera?

The old version of H5S always obtains the code stream from the camera

by default. You can modify the nConnectType in the source section of the

configuration file h5ss.conf to H5_ONDEMAND. Here, you modify the

top-level configuration, rather than modifying each channel.

The old version of H5S always obtains the code stream from the Device

SDK by default. You can modify the nConnectType in the device section

of the configuration file h5ss.conf to H5_ONDEMAND. This is the top-

level configuration that needs to be modified.

9. How to configure the camera to always obtain the code

stream?

The system fetches the code stream from the camera as needed by

default. You can modify the nConnectType in the source section of the

configuration file h5ss.conf to H5_ALWAYS. This changes the top-level

configuration, not each channel.

The system fetches the code stream from the Device SDK as needed by

default. You can modify the nConnectType in the device section of the

configuration file h5ss.conf to H5_ALWAYS, which is the top-level

configuration.

10. Does the cloud streaming mode require configuration on

the cloud?

No, only the configuration of the local cloud part needs to be configured.

Note that bEnable should be changed to true.
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11. How to turn on the pre-recording function (obsolete)?

The pre-record function is disabled by default. Modify bEnablePreRecord

to true to enable pre-record. Note that all channels will remain in

streaming state after enabling pre-record.

12. What causes API login failure?

The password in the system needs to be encrypted using md5. If it is js,

you can refer to www/tool.html.

13. What is the default password for h5s?

12345, the 827ccb0eea8a706c4c34a16891f84e7b in the configuration file

is md5. Starting from version 14.15, the default password is Vision@168.

If the user logs in for the first time, they are forced to change the default

password. For password rules, please refer to the interface prompt. If the

password is forgotten, you can modify the strPasswd field of admin in the

conf/h5ss.conf configuration file to

ddc2f0ff1aab61a5a34a83514e47ed83, which will change the default

password to Vision@168. Please use Notepad++ to modify the

configuration file. Before modifying, please stop H5S and backup the

configuration file.

14. Why can't I play the video from WebRTC?

The port for playing video over WebRTC is dynamic and requires opening

the firewall to allow TCP. If you are using an AliCloud public IP address

and cannot see it on your local machine, you need to set bCloudMode to

true and fill in the corresponding public IP address in strRelatedPublicIp.
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15. How can I play a video in WeChat for less than 1 second?

iOS 11 and above versions support WebRTC, which can achieve a latency

of less than 1 second. On Android, if ws.html cannot be played, it is

recommended to restore the webview kernel. The specific method is to

visit debugtbs.qq.com in WeChat, click Clear TBS Kernel, and display the

successful removal of the x5 kernel. After that, it will be restored to the

Chrome kernel.

16. The system Log contains too much content, and the disk is

full. Is there a way to delete it regularly?

Yes, refer to the manual system configuration-》log configuration.

17. All logs appear normal, but videos cannot be played on the

webpage. What is the general reason?

Some new ONIVF cameras may have h.265 as the default main stream,

which can be changed to a secondary stream or the encoding format can

be changed to h.264.

18. How to use WebRTC to play video?

Reference Manual Real-time Video-》RTC WS Playback Mode.

19. If it cannot run after installation on Windows Server 2008,

2012, 2016 or other Windows versions?

If the software cannot be run after Windows installation, please download

the following 5 packages or download them from the following link:

https://linkingvision.com/download/h5stream/win/VisualC%2B%

2BRedistributable/ 

Please install in order, 2008, 2010, 2013, 2015-2019. If there is an

installation failure, please update the operating system in the System and

Security check update in the Control Panel

If Windows 2012 still cannot solve the problem, please refer to the

following link:

https://answers.microsoft.com/en-us/windows/forum/windows8_1-

windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-

ed8a-4e6e-8f94-b53639c39970?auth=1

https://linkingvision.cn/download/h5stream/win/VisualC++Redistributable/
https://linkingvision.cn/download/h5stream/win/VisualC++Redistributable/
https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?auth=1
https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?auth=1
https://answers.microsoft.com/en-us/windows/forum/windows8_1-windows_install/api-ms-win-crt-string-1-1-0dll-and-others-missing/85a91890-ed8a-4e6e-8f94-b53639c39970?auth=1
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20. How to optimize the slow display of the first frame image

of the video?

The speed of the first frame image depends on the I-frame interval.

Generally, the default configuration of the network camera is 25 or 50.

You can change it to 20 and observe again. This value cannot be changed

too small, otherwise it will affect the image quality.

21. How to open HLS?

The H5S HLS Server is disabled by default. If you need the HLS function,

you need to modify the configuration file as follows.

22. How to enable Chrome autoplay video mode?

Starting from r11.3, ws.html and rtc.html have added support for

autoplay,

You can add autoplay=true.

http://192.168.100.122:8080/rtc.html?token=token1&autoplay=true 

http://192.168.100.122:8080/ws.html?token=token1&autoplay=true 

23. Chrome and Firefox video is not working on Windows

Server version?

Most browsers use the GPU for HTML5 decoding and rendering. If you

cannot see the video on the server version, we recommend switching to

a desktop or laptop computer, and we suggest using Windows 10 for

testing.

24. How can I quickly upgrade h5s?

The configuration and lic files of the old version of h5s are applicable to

the new version. When upgrading, first back up the conf directory, and

then copy the files under the conf directory to the new version's conf

directory.

If you need to keep old versions of videos, you can cut or copy the db

and www/mediastore directories to the new version.

http://192.168.100.122:8080/rtc.html?token=token1&autoplay=true
http://192.168.100.122:8080/ws.html?token=token1&autoplay=true
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25. Can the mediastore directory under www be modified?

Starting from 9.1, the mediastore supports absolute path configuration

for video recording locations. Modify bEnableStorPath to true and

modify the corresponding strRoot. Currently, only one path

configuration is supported, and multiple paths are not supported.

26. How to make the GB28181 device register with h5s again?

Sometimes after adding or deleting channels on the GB28181 device, the

h5s does not receive the change information in a timely manner. You can

use the following method of forced deregistration and re-registration.

This method is used to modify the port of the SIP service. For example, if

the correct port is 5060, first modify it to an incorrect port such as 5080,

save the configuration, and then change it back to 5060 and save the

configuration. In this way, the device will be deregistered and re-

registered with h5s.

27. The Linux version device SDK driver cannot be loaded?

Sometimes users are unable to add SDK devices on Linux. After

upgrading to a new version, they still cannot add SDK devices. They can

refer to the Chinese manual and re-register the service.

28. Why can only one of the multiple national standard devices

on the same local area network play video?

If H5S is deployed on the cloud, the SIP ports of multiple intranet devices

may be the same, which can cause SIP message mapping errors for

multiple devices. You can modify the SIP local port to a different port by

referring to the following figure.
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29. AXIS camera ONVIF access can not see the video?

AXIS ONVIF has replay attack protection enabled by default. One method

is to synchronize the time and time zone of the h5s server and the AXIS

camera.

Another way is to turn off the function on the camera.

Enter the general configuration, or manually enter it by replacing the

following link with the actual IP address 10.0.0.148.

http://10.0.0.148/admin/config.shtml?aca=yes

Make sure Enable replay attack protection: is turned off.

http://10.0.0.148/admin/config.shtml?aca=yes
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30. The right margin of the chm format document cannot be

displayed?

As shown in the figure below, the right side of the chm document is

blank. You can cancel the prompt that always asks before opening the

file when opening it.
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31. The Windows platform runs normally manually, but the

service fails to start?

If the service runs normally manually on the Windows platform but fails to

run, you can specify the account for the service to run to solve the

problem. Refer to the following figure to open the service management

tool:
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Refer to the figure below and enter the system administrator account

name and password in this account:

32. Can the RTSP/RTMP standard protocol be forwarded

without the session parameter to play?

Starting from r15.1, the RTSP/RTMP standard protocol forwarding

session parameter is required, and it is not required in versions prior to

r15. However, in some cases, the RTSP/RTMP client cannot obtain the

session. In this case, you can disable the session authentication for the

RTSP/RTMP standard protocol forwarding (it is recommended not to

disable it in cases where the network is not controllable, as this poses a

risk to information security). However, the session parameter must be

provided, and you can provide a fake value. Disabling session

authentication requires modifying the conf/h5ss.conf configuration file. It

is recommended to stop the service and back up the configuration

before modifying it, and use notepad++ to modify it. After modifying the

three parameters in the figure below to false, the RTSP/RTMP standard

protocol forwarding session authentication is disabled. Refer to the

following figure:
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33. When cascading, the lower level pushes the disabled

channel to the upper level. Can we prevent the upper level

from seeing it?

Yes, after the subordinate has disabled all channels, it can be restarted, so

that the superior will not see the disabled channels of the subordinate.

34. Some versions of the SUSE operating system can be

manually started by running h5ss.sh, but the service fails to

run h5ss?

https://www.suse.com/support/kb/doc/?id=000015901  SUSE provides

official advice that you can confirm the existing value by using the

following command. If it is 512, you need to modify the h5ss.service file

as follows.

这个问题的原因是旧一点的systemd 

https://github.com/systemd/systemd/issues/3211 新版本的systemd已经修

复该问题。原来的版本可以通过修改h5ss.service解决，在h5ss.service中加入

TasksMax=infinity.

https://www.suse.com/support/kb/doc/?id=000015901
https://github.com/systemd/systemd/issues/3211
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After modifying h5ss.service, you need to re-apply the service

# systemctl disable h5ss.service 

# cp h5ss.service /usr/lib/systemd/system/

# systemctl enable h5ss.service

# systemctl start h5ss.service

35. Copying h5ss.conf from other servers will not work, and

there will be an extra .h5ss.conf.lastver in the conf?

Because some network transmission tools (such as WeChat) will change

the file to read-only by default, you can remove the read-only attribute

or delete the.h5ss.conf.lastver file (if it is Windows, you can first configure

the system to display hidden files).
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